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Introduction 

Despite numerous advances in how extremist groups connect with their supporters online, the 

official website still serves a purpose as the public “face” of the group, its first opportunity to 

define its goals and its cause. Research on the content of terrorist groups’ websites suggests that 

these groups use them in much the same way and for the same reasons that non-terrorist groups 

do: to provide information on their organizations, their missions and their origins, and to try to 

generate awareness of the causes that motivate their existence (Seib and Janbek, 2011; Davies et 

al., 2015; Weimann, 2006).  

There has been research on the content published by extremist groups on these websites 

(Seib and Janbek, 2011; Davies et al., 2015; Weimann, 2006), but rarely considered is the larger 

community in which these websites are embedded. This community can be defined in multiple 

ways, from individuals who follow and comment on (but do not necessarily support) events related 

to terrorist groups like ISIS (Thomas et al., 2016) to entities like the websites of terrorist 

organizations forming connections to other websites and Internet content they like, or publicly 

recognize as worthy of a visit, via hyperlinks (Bouchard et al., 2014; Burris et al., 2000). The 

current chapter focuses on the latter type of community, in which the unit of observation is the 

website, as opposed to individuals. These communities are important, if only because part of the 

goal of these groups is to generate awareness for their cause to individuals who surf the Web and 

who would have been previously unaware of their existence or their activities. It follows that 

research efforts aimed at reproducing the exploratory behavior of web users becomes necessary. 

In this study, we select the official websites of four known extremist groups and map the 

networks of hyperlinked websites forming a virtual community around them. The networks are 

constructed using a custom-built webcrawler (TENE: Terrorism and Extremism Network 

Extractor) that searches the HTML of a website for all the hyperlinks inserted directing to other 
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websites (Bouchard et al., 2014). Following all of these hyperlinks out of the initial website of 

interest produces the network of websites forming a community that is more or less cohesive, more 

or less extensive, and more or less devoted to the same cause (Bouchard and Westlake, 2016; 

Westlake and Bouchard, 2016). The extent to which the official website of a group contains many 

hyperlinks towards external websites may be an indicator of a more active community, and it may 

be indicative of a more active social movement.  

Two of the groups selected are characterized as being driven by localized conflicts or 

grievances: The Revolutionary Armed Forces of Columbia (FARC), and the Popular Front for the 

Liberation of Palestine (PFLP). The two others are usually labeled as “left-wing” extremist 

ideologies: Earth First! (EF), and Animal Liberation Front (ALF). The four groups were selected 

specifically for one or more of these reasons: 1) their presence on the list of terrorist organizations 

found in the Canadian Criminal Code section 83.05; 2) the fact that they actively hyperlinked to 

related websites; and 3) the different communication strategies they used to make their cause and 

goals known to the public on their official webpage (Davies et al., 2015). With regard to the latter 

criterion, prior research has shown that the official website of extremist groups can be classified 

based on two central characteristics: 1) how violent they are, and 2) how actively they are calling 

for action. Both FARC and PFLP’s official pages were classified as “passive, but containing 

violent content”, while the official websites of EF! and ALF showed, instead, “active call[s] for 

action but non-violent” (Davies et al., 2015). This study examines whether the social network 

surrounding these official websites reproduces these patterns. Is the community of hyperlinked 

websites displaying more or less violent extremist content than the official webpages of the 

extremist groups in our sample? A related question, given the context of this book more generally, 

is whether and how Canadian-related content is represented or discussed on these websites.  
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Virtual communities: The networks of hyperlinked websites 

Although criminal communities have long attracted the attention of researchers of traditional 

crime, particularly when it comes to criminal subcultures (Cohen, 1955), few empirical studies 

have traced the contours of these communities or subcultures. Change is evident in at least two 

areas of criminological research, both driven by scholars adopting network methods. The first area 

involves research on street gangs, where researchers adopting a network approach have been able 

to redefine more precisely what constitutes the core gang, its periphery, and the larger social 

structure around gang members (Bouchard & Konarski, 2014; Morselli, 2009; Papachristos, 2006; 

Tremblay et al., 2016). The second area where the use of “communities” as a unit of analysis has 

become more prominent is research on cyberspace more generally (Haythornthwaite, 2009; 

Wellman and Gulia, 1999), but also online social spaces amenable to the discovery of extreme 

narratives (Bouchard et al., 2014; Chen, 2012; Frank et al., 2015), or illegal behavior (Bouchard 

and Westlake, 2016; Westlake and Bouchard, 2016).  

In this chapter, our analysis will focus on one type of virtual community that is developing 

around the websites of extremist groups via the interconnected hyperlinks inserted on the site by 

their creators. A hyperlink connects one webpage or document to another, and is activated by 

simply clicking on a highlighted word or part of the text. Together, these hyperlinks form a virtual 

network in which the primary units of analysis are the websites (rather than the individual) and the 

communities around them. Behind these sites are individuals that create them and produce content 

for them. But here the individual's decision to hyperlink is not analyzed directly – the presence of 

a hyperlink acts as a proxy for a website creator recognizing the existence of another  website – 

and potentially sharing interests over its content. A series of reciprocal hyperlinks between 

multiple websites acts as a concrete signal of the development of a virtual community (Burris et 
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al., 2000). Burris and colleagues (2000) were among the first to exploit hyperlinks to build 

networks of websites sharing extremist content. However, as the literature indicates, we should 

not confuse these hyperlinks (the virtual community) with the strong ties we have with our loved 

ones. But the use of these hyperlinks to reproduce the virtual communities that are created around 

a common interest on the Web yielded an overview of the social structure of right wing extremists 

online, a phenomenon that is difficult to observe otherwise (Burris et al., 2000). 

Very few studies built on the work of Burris et al. (2000). The research of the Dark Web 

Project (Chen, 2012) does exploit the hyperlinked nature of terrorist websites, and is perhaps the 

most systematic look into the content of terrorist websites. In 2005, Zhou et al proposed a semi-

automated methodology that combines the efficiency of automatic data collection and the accuracy 

of manual collection for identifying, classifying, and organizing extremist website data. Starting 

from a seed website, the web crawler captures the hyperlinks found in the HTML of a web domain, 

and follows them through in order to create the network. The end result is a network of web-

servers, the webpages contained within them, and the links between these webpages. The data 

retrieved on the Internet by the web crawler can then be used to map and analyze terrorist and 

extremist networks (Bouchard et al. 2014). It is important to note that the entire process described 

in Chen’s and colleagues (2012) research is automatic, with little input from the user. The merging 

of content and network analysis in researching these websites and forums has yet to be fully 

developed. This chapter aims to contribute by using these tools to understand the social structure 

of extremist websites 

A typology of extremist websites 
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We build on a recent study by Davies et al (2015) who studied eight known extremist groups and 

created a typology of the different ways in which these groups used their official websites. The 

authors classified websites based on two central characteristics: 1) how violent they were, and 2) 

how actively they were calling for action. The typology is reproduced below:  

 

{Table 8.1 about here} 

 

The typology is comprised of four classifications, though only three were found in their study 

sample. The first type of website is labeled as “fact-based” because it refers to websites that are 

principally informational. As exemplified by the Liberation Tigers of Tamil Eelam (LTTE), these 

sites do not emphasize recruitment, but rather, seek to make people aware of, and explain their 

cause. Sites of this sort present relatively low levels of extremism, and are not considered in the 

current study. Like the fact-based websites, the second type of website, “displays of violence”, has 

a considerable informational component. In contrast to the first websites, however, these websites 

make more specific reference to violence, particularly justified defensive violence. Examples 

include the websites operated by FARC-EP, and PFLP, both selected for inclusion in this study.      

The two other websites selected, ALF and Earth First! were classified by Davies et al. (2015) in 

the “join the cause” category. These websites are strongly geared toward recruitment, but are less 

inclined to extremism than those sites displaying violent content. Though the authors haven’t 

observed it, the “call for violence” category would explicitly condone or even encourage violent 

action to further the cause.2  
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The aim of the current study is to compare the networks of hyperlinked websites taken 

from the “displays of violence”, and the “join the cause” categories. Both the goal and content of 

these groups’ official websites have been shown to differ on how they approach recruitment, and 

how much extremism-related content they publish. Unknown is whether these differences also 

affect the way they connect to the virtual world around them.  

Data and methods 

This study is comprised of three distinctive methodological elements: 1) the selection of seed 

websites for analysis; 2) the creation of a recruitment scale and an extremism scale to classify the 

websites; and 3) the use of a web-crawler to extract information on the websites, and map their 

egocentric networks. The first two of these elements build on the Davies et al. (2015) study cited 

above, while the third element is new to the current chapter. We describe each of these steps below.  

Finding seed websites 

The universe of seed websites used as the starting point for TENE was primarily drawn from the 

Government of Canada`s Listed Terrorist Entities.3 As stated in article 83.05 of the Criminal Code 

of Canada, the Anti-Terrorism Act provides measures for the Government of Canada to create a 

list of entities that: 

a)    have knowingly carried out, attempted to carry out, participated in or facilitated a terrorist 

activity; 

b)    knowingly acted on behalf of, at the direction of or in association with an entity that has 

knowingly carried out, attempted to carry out, participated in or facilitated a terrorist activity.  
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The Public Safety Canada (PSC) website specifies that the listing process begins with criminal 

and/or security intelligence reports on an entity disclosing the reasonable grounds to believe that 

the entity fits the above criteria. “If the Minister has reasonable grounds to believe that the above 

test is met, the Minister may make a recommendation to the Governor in Council to place the 

entity on the list.”4   

It is important to note that we make no judgement on whether these organizations deserve 

to be listed. The information used by government officials to create the list is simply not available 

to researchers. We needed a starting point to constitute our sample of extremist groups and this list 

is one of the few official documents publicly available to use as sampling frame. It is in this spirit 

that we use the term “extremist organization/groups” throughout this chapter. Our choices should 

also be seen in the spirit of a field that sometimes needs to broaden its focus of inquiry to include 

groups that may be situated at the margins of what’s considered as “violent extremism”, especially 

online (Conway, 2017).  

There are 54 organizations listed on PSC’s website (as of August 5, 2016). The sample for 

this study included two groups that can be found on the PSC list: FARC, and PFLP. These were 

the organizations for which an English-based information website existed and could be analyzed 

in the context of this study. This list was expanded to provide a broader range of extremist 

activities, with organizations known to be active in Canada. Two other groups were added in this 

second step: Earth First! and Animal Liberation Front.  

To generate a list of seed websites for the crawler, a Google search was performed using 

search terms that included the entity’s name and related terms. The goal was to find the official 

website for the group or websites affiliated in some manner. During these searches, any extremist 
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website (related or unrelated) was recorded. The determination of a website as extremist was based 

broadly on the extremism scale described below (any website that scored 1-4 was included). To 

produce the seed websites, this list was narrowed down to 2-3 websites for each entity. This list 

included the official website (if found), the most popular website (i.e., the website that featured 

earliest in the search), and any related Canadian content. Often, the official and the most popular 

website were the same. These websites were then analyzed in terms of their general characteristics 

(including an assessment of their level of extremism) and the extent to which they emphasize 

various elements of recruitment (more information on data collection procedures can be found in 

Davies et al., 2015).  

Extremism and recruitment scales 

The website extremism scale 

Taken from Davies et al. (2015), the extremism scale is based on variations around two 

dimensions. First, we examine whether the website actively encourages visitors to join the cause 

(or movement, or group). A website is considered to be “active” when it explicitly tries to elicit 

participation, or motivates visitor to action. “Passive” websites would merely provide information 

on the cause, without engaging directly with visitors on what they can do to support it.  

Second, we examine whether websites contain content of a violent nature. Websites 

deemed to contain violent content would either have images/videos that clearly demonstrate acts 

of violence being perpetrated against or for the cause, or it would contain text expressing violent 

ideas against another group (e.g. hate speech). Merging these two concepts creates a 4-point scale 

of extremism, as illustrated in Table 8.2 below. At the bottom of the scale (level 1) are websites 

that are informational only, and such information avoids clear presentations of violence or use of 
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hate speech (“fact-based websites”). Level 2 websites also avoid violence in the text or images 

presented, but they explicitly encourage visitors to actively support the cause, by inviting visitors 

to donate, join their list of supporters, or get together at public events (“Join-the-cause” websites). 

Websites can present material of a clear violent nature without explicitly encouraging individuals 

into action (“Displays-of-Violence” websites). These would be level 3 websites, where the call for 

action is not explicit. Finally, level 4 websites are those that are actively encouraging individuals 

to actions, including violent actions, that support the cause (“Call-to-Violence” websites).  

 

{Table 8.2 about here} 

 

The website recruitment scale 

In addition, each website was evaluated on a number of dimensions related to recruitment. These 

evaluations were then summarized via a recruitment scale, which attempted to capture the nature 

of the presence of recruiting on a website. It is premised on the degree to which the website actively 

encourages action on the part of the viewer. The scale ranges from 0 to 3. At the lowest end, a 

score of 0 corresponds to “No Recruiting Presence.” It indicates that the website displays no 

materials relevant to recruiting. The next level of recruitment presents what might best be 

considered the “first steps” toward recruitment. This “Passive” recruitment suggests attempts to 

pique the curiosity of site visitors. It would include the presence of public forums or opportunities 

to subscribe to newsletters or magazines. A score of 2 on the recruitment scale connotes “Indirect 

Action.” At this level, visitors are encouraged to support the cause and the actions of others 
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involved with the cause. However, this encouragement stops short of stimulating direct personal 

action. The clearest examples of Indirect Action are calls for donations. Finally, the highest range 

of the scale indicates “Active” recruitment. It reflects encouragement toward direct action on the 

part of the potential recruit. This is the most varied of the recruitment categories, and includes 

things such as links to membership forms, announcement of (or invitations to) events, and overt 

calls to action. 

 

{Table 8.3 about here} 

 

The Terrorism and Extremism Network Extractor (TENE) 

This study utilizes a web-crawler that automatically collects and analyzes online data. While some 

manual analysis is important, especially to understand the structure of websites and the content 

displayed in pictures and videos, sole reliance on manual analysis would have made many of our 

analyses impossible to do given the size of most of the websites under study (sometimes with 

thousands of pages to analyze).  

Web-crawlers are the tools used by all search-engines to automatically navigate the Internet 

and collect information about each website and webpage. Given a starting webpage, the web-

crawler will recursively follow the links out of that webpage, until some user-specified termination 

conditions apply. During this process the web-crawler will keep track of all the links between other 

websites and (optionally) will eventually follow them and retrieve those as well. The content, as it 

is retrieved, is saved to the hard-drive of the local user for later use.  
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The web-crawler used in this study has been labeled the “Terrorism and Extremism 

Network Extractor” (TENE). TENE is a customized computer program that automatically browses 

the World Wide Web for terrorism and extremism content. This approach is based on a 

combination of the ground-breaking work associated with the Dark Web Project (Chen, 2012) at 

the University of Arizona, and previous research related to online child exploitation websites at 

Simon Fraser University (Westlake, Bouchard and Frank, 2011; Westlake and Bouchard, 2015; 

2016).  

TENE is designed to download webpages from the Internet and recursively follow links 

from those webpages until it meets specific termination criteria (for example, reaching a certain 

number of pages or websites). By giving it a set of limits and some starting criteria, such as the 

target webpages, the crawler retrieves a series of webpages and collects statistics on the content, 

keywords, images and videos on each of the webpages stemming from that particular website. The 

dataset captured is then analyzed (manually) for violent extremist content and processes of 

recruitment.  

Figure 8.1 depicts an overview of TENE. TENE is actually a system that can be 

distributed across multiple machines, depending on the resources available. In our lab, there are 

four computers available to TENE, although the system usually only runs on two. Each machine 

is capable of running three instances of the TENE software, with each instance downloading 50 

webpages at a time at a rate of approximately 25 each minute. At that rate, each instance can 

download approximately 36,000 webpages in a day, with the entire TENE system downloading 

approximately 432,000 webpages a day if the entire cluster of four computers are used.  

{Figure 8.1 about here}     
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As with any process, collecting data through TENE needs a starting point. Each “job” has 

three parameters imposed to prevent it from perpetually crawling the Internet and wandering into 

websites/webpages unrelated to violent extremists. First, a limit on the number of webpages 

retrieved must be included to keep the extraction process timely. For the crawls specified for this 

study, this limit n was set at 500,000. None of the crawls reached that amount.  Second, the number 

of domains across which TENE collects data must also be specified. In this study, we collected 

data on the seed and its immediate neighborhood (all sites connected to the seed via hyperlinks). 

Finally, a set of domains were specified that tell the crawler that everything on that domain is not 

associated with extremism one way or another (trusted domains), and that it should not retrieve 

any webpage on those domains. Without having this mechanism available, TENE could wander 

into a search-engine leading it completely off topic and making the resulting network irrelevant to 

the specified topic. The trusted domains during the data collection performed for this project 

included: Google, Yahoo, Microsoft, Wikipedia, Doubleclick, Gizmodo, Adobe, Macromedia, 

W3schools, Adlog, and Doubleclick. Note that a set of keywords were defined in order to analyze 

website content, but these keywords were not used to evaluate whether a website should be 

retrieved or not. We collected data on all websites connected to the seed and only used keywords 

for content analysis purposes.  

Results 

The results are structured around analyses of the networks connected to the official websites of 

each organization. We assess the community around official websites in three ways. First, we 

describe the structure of the network using standard measures, such as size, density, and 

reciprocity.5 Is it a sparse community of disconnected websites, or are websites aware of each 

other, showing signs of cohesion? Second, we use community detection analyses to assess whether 
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the network can be partitioned into multiple, more cohesive subgroups. The “faction” procedure 

(measure of fit - modularity) in the UCInet 6.617 software (Borgatti et al., 2002) is used for this 

step. The faction algorithm aims to find the best subdivision of the network that can describe 

mutually exclusive, cohesive subgroups.6 Finally, we use the extremism and recruitment scales to 

describe the communities uncovered to examine whether or not the official website surrounds itself 

with similar others.  

FARC-EP 

 

{Figure 8.2 about here} 

 

Figure 8.2 shows that FARC-EP’s network is rather small (7 hyperlinks) and confined: it is 

comprised of its other formal websites and popular social networking platforms (Facebook, 

Youtube) which help disseminate the group’s ideology in a consistent manner. Two of these 

websites, FARC-EP Peace Delegation and PAZ FARC-EP (Spanish version), are used to promote 

their efforts with the Colombian government toward a peaceful accord, including to an English 

audience.  This is not surprising as the FARC-EP Official’s website consistently presents both the 

necessity for an armed struggle as well as a desire for peace.  The majority of the hyperlinks 

connect to other pages that are within the domain.   

 

 

{Figure 8.2 about here} 
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The faction algorithm identified two subgroups within this network: community one consisting of 

the starting FARC-EP site and isolated (mostly social media) sites (n = 5; circles); and community 

two on the left site (n = 3; squares), forming a dense cluster (subgroup density = 0.67) of closely 

related sites displaying passive recruitment content like FARC-Peace.  

 

{Table 8.4 about here} 

 

Table 8.4 indicates that less than half of FARC-EP Official’s hyperlinks are returned 

(reciprocity=40%), which is still relatively high for this sample. Reciprocity is driven by 

community two which are managed either by the same group or related FARC webmasters.  As 

shown in Table 8.4, the FARC-EP site is more extreme than its neighbors, but less focused on 

recruitment. None of the websites in FARC’s community contain content that suggests scores that 

are higher than passive recruitment efforts (0.625).  This less direct approach to recruitment may 

imply that the acquisition of members and active supports are more likely to occur in person or via 

different channels.  Given the objectives of the FARC-EP, this implication is consistent with the 

organization’s target audience.  Their attention and efforts, as they apply to recruitment, are more 

efficiently spent rallying the Colombian community than revealing sensitive locations and contacts 

to the general public. As such, there is little to no reference to Canada on this website. 

We also decided to explore the related site of FARC-PEACE to better understand FARC’s 

virtual community. The neighbourhood of FARC-EP Peace Delegation is comprised of its other 

official domains that are predominantly in Spanish, as well as other organizations – both within 

the legitimate and illicit domains – that share its socialist Marxist-Leninist ideologies and rhetoric. 
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The network suggests a high level of cooperation, or at least some communication, with other 

international organizations that cultivate extreme, politically left-wing ideologies.  TENE reveals 

that the FARC-Peace website hyperlinks to other news and government agency domains that are 

not readily accessible manually.  In particular, the program uncovers a disproportionate number of 

Chinese journalism and government websites (n=31).  

Figure 8.3 presents the egocentric network of the FARC Peace website, which at 50 sites 

is much larger than the official website examined above. Although the community is relatively 

large, the reciprocity measure remains high (0.326), suggesting a cohesive group (see Table 8.5). 

This can be better understood by investigating the three subgroups uncovered by the factions 

algorithm. Two of the subgroups found on the left side (squares and up triangles) consist mainly 

of interconnected Chinese (*.cn) websites. Community one (circles), on the right side, is composed 

of Spanish websites, including many common to the original FARC-EP network (Figure 2). This 

latter community is the only one to include extreme content, and include some form of (mainly) 

passive recruitment. Density is, of course, higher in any of these subgroups (0.21 or more) than in 

the network as a whole (0.16).  

 

{Figure 8.3 about here} 

 

{Table 8.5 about here} 

PFLP 

The PFLP network, presented in  
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{Figure 8.4 about here} 

 

{Table 8.6 about here} 

 

Figure 8.4 is fairly sparse compared to those described above. This is reflected by the low density 

(0.08), as well as a reciprocity score of 10.1% overall (Table 8.6). The network can be divided in 

three subgroups, including a fairly cohesive (density = 0.23) subgroup of websites mostly devoted 

to Palestinian issues (up triangles). 

 

{Figure 8.4 about here} 

 

{Table 8.6 about here} 

 

The network is also slightly more oriented toward violent extremism and recruitment than 

what we have seen with FARC, with an average of 1.69 (Table 8.6). Yet, the network includes 17 

sites that scored zero on the scale, including popular social media websites such as Facebook, 

YouTube, and Twitter. Social media websites received the most links in the network, although 

they were among the least likely to reciprocate these links. The majority of the extremist websites 

found in PFLP’s network explicitly support the same cause, and most of them do so in a similar 
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manner: by posting opinion pieces, articles, and images that serve as propaganda for the Palestinian 

cause. This propaganda is usually embedded among more neutral articles reporting on events in 

Palestine, and generally takes the form of opinion pieces or editorials. There is some reference to 

Canada, including with respect to ending terrorist designations of the PFLP in Canada, activists 

from Canada traveling to Gaza, and reports on Palestinian-related news in Canada. However, 

Canada is referenced most often in relation to its Indigenous population; the website draws 

parallels between the struggle of Aboriginals who confronted “state violence and land theft,” and 

the Palestinian plight, with the PFLP “saluting [Aboriginal] strugglers” and expressing “solidarity 

with the struggle of Native people in North America.” 

In terms of recruitment, the network as a whole scored fairly similarly to PFLP’s website 

(PFLP = 1; network = 1.38). The slight discrepancy suggests that PFLP’s efforts to encourage their 

users to join are less extensive than those of its neighbours. The main forms of recruitment 

involved subscriptions, links to join a website’s social media pages (generally Facebook and 

Twitter), and options to contribute content to the website (generally articles).  

ALF 

We now move to two organizations whose websites displayed lower levels of violence, but were 

shown to be more actively attempting to recruit new members. The network of the official ALF 

website is shown in Figure 8.5; it is a sparse network with a low 4% density and only 3% of ties 

reciprocated. The decentralized nature of the network is driven by ALF’s site tendency to hyperlink 

a diversity of resources for both vegetarian diets and similarly-minded organizations around the 

world. The factions algorithm uncovered three subgroups, including a relatively cohesive group 

(density = 17%, see up triangle on the right side of the network) consisting mainly of *.org animal 
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rights websites from the UK. ALF is active in Canada and its website contained numerous 

references to specific events in Canada (protest to “Deer Hunt Nov 21st, Ontario, Canada,” 

“Vancouver Demonstration Against Animal Testing” “Canadian AR group hosts anti-fur 

demonstration,” “Canada ARAs protest Circus,” “1st International Animal Law Conference in 

Canada,” and “Rights group aims to stop killing of Canada GMO pigs”). Animal rights-related 

information in a Canadian context is also provided (“The Sad State of Captive Elephants in 

Canada,” strays in Canada, “Why is Canada murdering these bears?,” “Animals keep dying, 

horribly... Shhh...this is Canada,” “BROKEN WINGS: The Breakdown of Animal Protection in 

Canada,” and “Canada Calf-Roping Under Fire by ARAs”). Articles on the activities of Canadian 

activists (stopping fur trucks, freeing captive animals) are also featured. 

 

{Figure 8.5 about here} 

 

{Table 8.7 about here} 

 

 Table 8.7 shows the average extremism score of the network is slightly higher (2.18) than 

ALF’s (2). However, the theme for these extremist websites is clear: recruitment is important. The 

recruitment average for the network is slightly lower (2.35) than ALF’s (3), but it remains 

relatively high compared to networks described above. Most of the network websites are fairly 

similar to ALF, and all are related to ALF’s cause; they vary from animal liberation to vegetarian 

websites. Many discuss the mistreatment and torture of animals, with some including videos of 
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factory animals or pictures of harmed animals. Some will also discuss animal rights campaigns, 

imprisoned activists, vegan recipes, petitions to save animals, animal sanctuaries, and organic 

farms. A large portion of these websites are highly oriented toward recruitment; most commonly, 

websites offer membership to the site and/or publicize demonstrations, protests or campaigns 

against fur clothes, laboratory animals, or foods like foie gras. Some websites will link to petitions, 

calls for volunteers for events, include calendars for relevant events, and provide subscriptions for 

website and event updates. Many of these websites also make use of social media websites, such 

as Facebook, Twitter, and YouTube to further engage individuals.  

EARTH FIRST! 

The last network we analyzed is Earth First! Its community of hyperlinked websites is presented 

in Figure 8.6. Most of the network’s websites are fact-based (updated with news and scholarly 

articles) or join-the-cause based (with publicized events and encouragements to protect the 

environment). Many of the sites are translations of the original site, or websites overlapping in the 

cause they support. The word “earth”, for example, is represented in a majority of the web domains 

found in Figure 8.6. Canada is referenced many times on the site, largely in the context of current 

environmental concerns. Thus, “earth” appears often in reference to Canada’s forests (particularly 

the Boreal Forest) and issues with clear-cutting or construction that is destroying forested areas. 

With respect to recruitment, Canadian conservancy and environmental groups are also mentioned 

(e.g., Youth for a Better World, Lifewater, Earth Save Canada, Toronto Atmospheric Fund, 

Canadian Environment Industry Association), and websites encourage individuals to join these 

groups or otherwise support them. 
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As shown in Table 8.8, this network is very similar in structure to ALF’s: low density at 

5%, coupled with low reciprocity (6.7%). Based on the results of the factions analysis, this network 

is better described as being formed of five moderately dense subgroups, with density ranging from 

10% to 25%. These subgroups are visible through the various clusters organized around five 

different node shapes in Figure 8.6. The level of extremism is relatively low (1.66), at least 

compared to ALF’s community of websites. The community found in the centre left of the graph 

(up triangles) displayed more violence than others, on average. These websites were often focused 

on specific, localized forests or issues. The story here, however, is also about recruitment: all 

subgroups have at least one website shown to be actively engaged in recruiting new members (dark 

grey nodes). This makes the EF community much more homogeneous in content than we could 

have predicted, considering the otherwise low cohesion levels.   

 

{Figure 8.6 about here} 

 

{Table 8.8 about here} 

 

Conclusions and implications 

This study examined the official websites of four organizations that are often associated with 

violent extremism, focusing on the community of other websites in which each is embedded. While 

these groups and their websites were not specialized on Canadian content, all sites analyzed 

(except FARC’s) either reference Canadian events, make analogies to Canadian specific struggles, 
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or encourage users to support Canadian groups associated with the cause. The communities we 

found are varied in structure, providing a window into the variety of online strategies followed by 

these groups. For instance, FARC-EP is not using its web platform to connect widely to the world, 

but the FARC-EP/Peace website is doing so. FARC-EP/Peace PFLP, ALF and Earth First! all 

connect to a wide variety of related websites, but the social structure of these sites is best described 

through the various subgroups found within the network. These subgroups show the relatively 

cohesive patterns of reciprocity in hyperlinking we expect of “communities”.  

This study has implications for research on extremism and violence in online settings. 

Automated tools such as our web-crawler TENE provide an extremely efficient method of 

collecting and classifying data. The focus of this study was limited to publicly available material, 

but nothing prevents using the web-crawler in password protected areas of the Web (the “Deep 

Web”). It is easy to imagine further developments of TENE to match specific research and policy 

interests in the future, including specific groups active in Canada. There are two developments 

worth noting for the purpose of this chapter. First, programs like TENE can be paired with many 

other programs written in compatible languages to produce specific analyses, such as the nature of 

“sentiments” found in the narrative for a specific website. Our team manually analyzed the content 

of websites and videos for sentiments in this study, but future research in this area will combine 

manual to automated analyses of sentiments in order to handle a more ambitious amount of text 

and detect violent narratives in unexpected or unexplored places of the Web. Second, a set of rules 

can be added to TENE so that it only follows the hyperlinks for reaching a certain type of website 

that corresponds to these rules or criteria. In the context of child pornography, for example, a 

version of the web-crawler was programmed to only follow hyperlinks if the website on the other 

end contained at least 7 of a set of 83 keywords that websites of interests typically contain 
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(Westlake et al., 2011). This strategy proved impractical in the context of terror-related websites 

(Bouchard et al., 2014), as both websites supporting terrorism-related violence and websites 

denouncing it typically use the same keywords – contextual analyses were therefore needed to 

determine the direction of sentiments.  Further, the variety of causes, motives, and content related 

to terrorism and extremism is such that a different set of keywords (and by extension, a different 

version of TENE) would be needed for each type of seed website. Future research in this area will 

combine the frequency of keyword use and the general sentiments on a website to establish a 

simple set of rules or criteria to allow TENE to analyze only those domains susceptible to 

containing violent narratives.  

Beyond scoring websites on scales of extremism and recruitment, it was outside the 

objectives of this project to carefully analyze the content of the numerous websites hyperlinked to 

our seed websites. Yet doing so provides one of the most fruitful ways forward for future research 

in this area, and for policy as well. One reason is that the websites that were selected for analysis 

may not be the most salient ones for group members and sympathizers. The official website may 

simply be a sort of “online broker”, an easy-to-find starting point website for new recruits to get 

background/foundational information on the group, leading them to other more pertinent websites, 

an online discussion group not publicly accessible, etc. The web-crawler allows for a quick scan 

of the online social environment around these official websites in order to select perhaps an even 

better window into the online community associated with a specific extremist group. The power 

of networks in general lies in the influence they have on those connected entities, and in the ability 

for connected members to travel from one entity to the other. Online networks form communities 

that vary in their levels of cohesion, and in their levels of activity (Bouchard and Westlake, 2016; 

Westlake and Bouchard, 2016). A violent extremist group whose online community is especially 
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strong and cohesive should be prioritized over one where the online community is weaker. Future 

research in this area should systematically analyze key targeted websites both also the networked 

community in which they are embedded for a more sophisticated assessment of threats, current, 

and future ones.  

NOTES 

1 Research for this chapter was partially funded by Public Safety Canada - Kanishka 

program. The authors wish to thank Brett Kubicek, the anonymous reviewers, as well as the editors 

of the book for the useful comments made on earlier versions of the chapter. The corresponding 

author is Martin Bouchard, Simon Fraser University.  

2 It would be important to replicate the study with a focus on ISIS. The Davies et al. (2015) 

study was designed before ISIS started making headlines in 2014. 

3 http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cntr-trrrsm/lstd-ntts/crrnt-lstd-ntts-eng.aspx  

4 http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cntr-trrrsm/lstd-ntts/bt-lstng-prcss-eng.aspx 

(accessed June 15, 2014). 

5 Density is the proportion of ties present in the network, based on the total number of ties 

that are possible. The higher the density, the more cohesive the network. Reciprocity occurs when 

a hyperlink to a site goes in both directions: from site A to site B, and from site B to site A. The 

higher the reciprocity, the more cohesive the network.  

6 The overall fit (modularity Q) varied between 0.13 (FARC-EP) to FARC-EP (.30). The 

measure varies between 0 and 1 – the higher, the better the faction solution chosen fit the data.  

 

http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cntr-trrrsm/lstd-ntts/crrnt-lstd-ntts-eng.aspx
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Table 8.1. Typology of Recruitment Websites– Examples (adapted from Davies et al., 2015) 

 

 

 
Extremism 

Non-Violent Violent 

Recruitment 

Passive 

Fact-Based  

(Know us please)  

LTTE 

 

Displays of violence 

(Support us because) 

FARC 

Shaheed Khalsa 

PFLP 

Active 

Join the cause 

(Join us now) 

Aryan Nations 

LWK 

ALF 

Earth First! 

Call to violence 

(Act now with us) 

(not found) 
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Table 8.2. The website extremism scale 

 

 Violent Non-Violent 

Active Level 4:  

Call-to-Violence 

Level 2:  

Join-the-cause 

Passive Level 3:  

Displays-of-Violence 

Level 1:  

Fact-Based 
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Table 8.3. The website recruitment scale 

Score Recruitment Presence 

0 None 

1 Passive 

2 Indirect Action 

3 Active 
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Figure 8.1.  TENE Overview 
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Figure 8.2. Egocentric Network – FARC-EP 
 

 

 

Note. Node shape based on subgroup membership; Node size based on extremism scale – the larger, the more 

extreme.  
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Table 8.4. Network and other Descriptive Measures – FARC-EP 

Network Name: http://www.farc-ep.co/ 

Network size  8 

Number of ties 14 

Density  0.34 

Reciprocity (% of ties reciprocated) 0.40 

Number of subgroups 

Extremism scale 

- Seed 

- Average full network                                                                  

 

Recruitment scale 

2 

 

3 

1.63 

   - Seed 0 

   - Average full network 0.63 

 

  

http://www.farc-ep.co/
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Figure 8.3. Egocentric Network - FARC-EP/Peace 

 
Note. Node shape based on subgroup membership; Node size based on extremism scale – the larger, the more 

extreme.  
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Table 8.5. Network and other Descriptive Measures – FARC-EP/Peace 

Network Name: http://farc-epeace.org/ 

Network size  50 

Number of ties 346 

Density  0.16 

Reciprocity (% of ties reciprocated) 33.0 

Number of subgroups 

Extremism scale 

- Seed 

- Average full network 

Recruitment scale 

3 

 

1 

1.18 

   - Seed 1 

   - Average full network 0.18 

 

  

http://farc-epeace.org/
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Figure 8.4. Egocentric Network - PFLP 

 
Note. Node shape based on subgroup membership; Node size based on extremism scale – the larger, the more 

extreme.  
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Table 8.6. Network and other Descriptive Measures – PFLP 

Network Name: http://pflp– Popular Front for the Liberation of 

Palestine.ps/english/ 

Network size  40 

Number of ties 120 

Density  0.08 

Reciprocity (% of ties reciprocated) 10.1 

Number of subgroups 3 

Extremism scale 

- Seed 

- Average full network 

Recruitment scale 

 

3 

1.69 

   - Seed 1 

   - Average full network 1.38 

 

 

  

http://pflp.ps/english/
http://pflp.ps/english/
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Figure 8.5. Egocentric Network – ALF 

 
Note. Node shape based on subgroup membership; Node size based on extremism scale – the larger, the more 

extreme.  
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Table 8.7. Network and other Descriptive 

Measures – ALF 

Network Name: 

http://www.animalliberationfront.com/ 

Network size  50 

Number of ties 100 

Density  0.04 

Reciprocity (% of ties reciprocated) 0.03 

Number of subgroups 3 

Extremism scale 

- Seed  

- Average full network 

 

2 

2.18 

Recruitment scale  

   - Seed 3 

   - Average full network 2.35 

 

http://www.animalliberationfront.com/
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Figure 8.6. Egocentric Network – Earth First! 

 
Note. Node shape based on subgroup membership; Node size based on extremism scale – the larger, the more 

extreme. 
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Table 8.8. Network and other Descriptive Measures – Earth First! 

Network Name: http://www.earthfirst.org/ 

Network size  50 

Number of ties 111 

Density  0.05 

Reciprocity (% of ties reciprocated) 6.70 

Number of subgroups 5 

Extremism scale 

- Seed 

- Average full network 

 

2 

1.66 

Recruitment scale  

   - Seed 3 

   - Average full network 2.32 
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